NATIONAL CYBERSECURITY CENTER OF EXCELLENCE

ENERGY COMMUNITY OF INTEREST MEETING —September 2017

Date: 9/27/2017

NCCoE Team and Roles:

Recorded Attendees:

Jim McCarthy- NCCoE Federal Lead
Michael Powell -NCCoE
TitilayoOgunyale -NCCoE Outreach &
Engagement

Bimal Sareen - CyberForce

Dan Rueckert- Sheffield Scientific

Jared Smith — PA Consulting

Matthew Daley-Canadian Nuclear Laboratories (CNL)
Michael Smith - Acacia Security

Michael Cohen - MITRE

MaryYang- MITRE

Patricia Eke - FERC

Shawn Eck- The Empire District Electric Company

Key Updates:

= NCCoE’s Energy Sector Asset Management (ESAM) project description is scheduled to be published for public

comment Q1 FY 2017 (Dec 2017)

=  Final draft of NCCoE’s Situational Awareness SP 1800-7 (a,b,c) is expected to be released fall 2017

Action Items

=  NCCoE is looking for ideas for the ESAM project description and next month’s meeting will be a working group

session to edit the scope of this project description

Upcoming NCCoE Energy Sector Related Events:

e 4th Annualindustrial Cybersecurity Conference USA Summit October 3 — 4, Sacramento, CA
NCCoE Energyand Manufacturing Sector Project Overview

e GridSecCon 2017, October 17-20, St. Paul, MN

Convergence of Cybersecurity Situational Awareness Capabilities for the Energy Sector

e Automation Federation: LOGIIC Executive Committee October 24 -25, Houston, TX
NCCoE Energyand Manufacturing Sector Project Overview

Attachments:
e EnergyCall PowerPoint
Call Agenda

NCCoE Energy Sector Planned Activities
Status of Energy Sector Projects

Scoping Energy Sector Asset Management
Manufacturing Update (New COI)

EPC Open Discussion / Comments / Questions
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